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£ 1 ZE

&9

Device Gateway #& — A A 1, FRAT AN DI £ 1ISUPS.0 AT ISAPI 714515 & il
ISUP5.0/2.0 #i4i% 4%, ¥RINi% 4 )G a] LLIE TS Device Gateway M i, &H S TThHE 2T IE
WA . SCREIELE HTTP BRSURT RTSP PRl =77 G S FE o 3, IR &L E . HAEM
M FE R ST RE -

BITIHE
Rk BR
Bk R4 ® Microsoft(R) Windows 10 (64 fi7). Windows
Server 2012 R2 (64 £i7),» Windows Server
2016 (64 1i7) « Windows Server 2019 (64-1v7)
Clilm
%FT Windows Server 2012 R2 (64 1), 5%
FEHT 223540 T fL KB2999226.
® Cent0S7 (64 f7)
® Ubuntu20.04 (64 fi7)
® Red Hat Enterprise Linux9 (64 i)
CPU Intel(R) Core(TM) i5-7500 @ 3.0 GHz, 4 #% % A
=
AT 8 GB B LA I
ZIRS TIRM A~ (EFrIksh)

(il e

A SR B HE AR S, Device Gateway x5 o 1t 5% AT HRUIK PRI AR 2 DL RIE B AHIZ AT IR
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F2E PBE— . REMX

TEARSS 228 PC 223, Device Gateway IS5 Z23E 5 W Ja Se AT IS, W% J5iE T Web 3
Y 2817 In] 3118 ] Device Gateway Al %% .

2.1 imOiFIR
%222 Device Gateway i, B IRBRIN FSCHHE L, 78 I SK AR S5 44 T VA I 3

2.2 FB— . &% Device Gateway

TEMR S #3835 PC ) Windows R24EAN Linux &4t I %% Device Gateway k%5 . 7 Windows %
g LAt e, FHAEE TR RS 47 RS BGR RS .

2.2.1 £ Windows £# %t L& 4% Device Gateway

BIELE

1 Gt d e tl, R UEERGHIET, HENZRE

2. |l PR s

3. WLk A R BRI R L B S, AR R R —25.

4. ALIEIRAE: B A, EFRHAMEAE, B F—2F BiZRESeERHAMBEE T

5. ALIEHRAE: 45 HTTP o AR, B HTTP Wi 15, BN TiE4k 4t

6. i KL UH 2.

7. RS ENER, AR T,

£ERin AR

o NG, ¥ B 3Bk 2 ERAN S 1Y Device Gateway B3k S o

o EEIIE, BHIVIRSKAINES), HEEEAERA N AEME. A8 g, &
N HERVE BT LU 1E BT |2 Device Gateway IR 55 B & 1R SS -

il

o FrimfE % Device Gateway, T B G BIAH PC A BEENE T IR -

o 4 % Device Gateway I, A IE#H, ZORMIAR G IRAAACE SCLF, AIHRIE SR i 2k
Pt

o 35 P D B U G0 SR AEAG I B 2 BT AR Device Gateway MIERIN 2SRRI AL E, < BoR
FEERNIE




Hik Device Gateway F§ P F A

2.2.2 £ Linux &% £ % Device Gateway

BRIESER
1. 35— CFJ2, Ui/opt/test/DeviceGateway, 1F N Device Gateway 1) %2 3% H 3, FF¥ %
Linux ‘2225 BRI ST e N .

t opti# (d /uptttsat/
test]# 1s
teﬁt]# ml dir DeviceGateway
testl#

test]# cd ./DeviceGateway/
DeviceGateway]# 1

1iceGatewayls

B 2-1 2 a4k
2§ tar f1 4, KRB AMIERYRT R HFE T,

DeviceGatewayl# tar -zxvf ./HikDeviceGateway V1.6.0.2Build20220718 Linux64.tar.gz -

pluginy

1b: 6
pl ugm, 1 1bIdsntJﬂ‘

DeviceGatewayl# s
L libiconv.so.2 libutils.so
o 1libGuardc Ll libIdentify.so libz.so
0.1.60.0 hwa' SUPSS. s L is Tlogdcxx.properties

.1.60.0 ' L Json PrivateConfig Template.xml

libhlog. L art.
Libhplug. u 3 sfrzcfg
]Jbbumt thread.so.1.66. ibHG o Llibhprocessc s start.sh
Liberypto Libhproc libss1.s
libcrypto.so. hbtm_mﬂ,
1 Libhsery

A 2-3 R E R
3. ffiF] chmod 4, 5% %% H 3 T 1Y install.sh AT B $UAT AR .
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2
1 1002 1867 11635
4 1802 1007

-rw-r-- 1 1002 1007 1400 J
~rw-r-- 1 1002 1007

7 1602 1067
2 1662 1087
1 root root
1 1802 1867 .5
ge2 1807 L g [ onfig Template.xml
-rw-r-- 1 1802 1087 L 26 lvmsservice.sh
_rw-r-- 1 1882 1887 419 L 28 1 _chrono.so

-rw-r-- 1 1002 1007
-rw-r-- 1 1002 1007
-rw-r-- 1 1002 1007

_/install.sh

cviceGatewayService
ewayService.hservice

2 1007

K 2-5 BL BRR /5

4. AT install.sh JHIA, 3% Device Gateway.
1) (WTig) install A K)--help e, AT LLEE AR SCHFHIE T

host DeviceGatewayl# ./install.sh --help

.sh [--port=pert number] [--path=the path of legacy configuration file]

rt number HTTB port. if you enter nothing, the default port will be used.
path the path of legacy configuration file it 1s the path of legacy configuration file. If there are any legacy configuration files, you can enter the path of it.

[rmma alhost DeviceGatewayl#

B 2-6 I

2) (AJi%) install EiHZIKE]@—-port W, AT LABCE V519 Device Gateway ) HTTP 5 15, W A&
BoE, BN 80 i

3) (AJi%&) install HiEIJZIKEI@——path T, W] LAEC B Device Gateway Hidt BAC B #8415 . AR 2 A
ZHETT Linux IAS ] Device Gateway , HANAE 5 5 it B 1% 45 F11 Device Gateway %, AJ LA
i sb S804 e it B L B B A%, 22235 5 1H 1308 B TC BKE 78 331 22 2% 11 Device Gateway 4=
e WRREE, WECLBRASE LS.

4) (hlife) o m] DLE AT I 2256 install JIAS .
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end Wen [1
ex[1]
index[2]
rom end. len [2
len [1.

schina get 1pvoleeee] index[1]
schina get ipvs(feso] index[2]
/proc/ cndline

C WayService-.

B 2-7 AT I 23

BAEY:

o ‘4% Device Gateway 77 LS B T1i5 1T

o IR NBMARBRERINSEL « [etc/systemd/system.conf H1 (1] DefaultLimitNOFILE &5 N
1000000, [A]if<=2%2H] SELinux »

® Device Gateway Z3ERT, SERING M7 H 3 FTA U EAGR, PARIEREF ] PLIEH 2
1T

® Device Gateway 3EH}, 2 HahHF A P K OCER N w11, BARg a0 R -

im0 wOS
tep Ui [ HTTP 3 15 (ERIA 80), 443,554,7091,7661-
7667,15000-17000
udp ¥ [ 7661,7662,15000-17000

md --list-port
7663/tcp 7665/tcp 7666/tcp 7664/tcp 15000-17000/tcp 15000-17000/udp 27880/tcp 7667/tcp 88/tcp 7091/tcp 7661-7667/tcp 7662/udp 28000/t

& 2-8 i 15
® AT status.sh 1A T LA & Device Gateway ) 4 FIRAS .

© T startsh BIATT LU AL TH LR AN Device Gateway Fi3), $447 stop.sh BIATT LU
AT I24TIRE ) Device Gateway 15 1E
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atewavser\.l(s v ) v tewayService
Loaded (fetc/re.dfinit.d/bevicoGatewayService; bad; vendor prese
n 07 +08; 7min ago

ete/re. d/'lhlt d/DeviceGatewayService start (cod:
slice/DeviceGatewayService.service
2 .

/DeviceGateway/ap) ream/da: _p ehomeMinStreanPort: ElDB;shumsMsx'ztrssmPurt 17600; ehomeV5StreanPort=7664; shumsu Pl
eviceGateway/apps /pss_x64/pss p Loz 0081 controlPort-30801;0perationPort-30002; alarnPort-20003;id-app_picture storage server 1
ag/drv_ehome2_video ;(nrwtrn1,Purt-‘DEEl:uperatlnnpurt-‘
Ba/bin/ ag/drv_ehome
a/bin/vag/drv
bin/vag/drv_isapi_acs ;controlPort=30001;operationPort=
n-bbm/ehnme reg r/Regservice ;controlPort=3000:

nginx p Jopt/test/DeviceGateway/nginx

nginx: worker proce

localdomain DeviceGatewayService[11141]: recvfrom end. len [144]
t.localdomain atewayService[11141]: 00::00:00:00:00] index[1]
localdomain DeviceGatewayService[11141] 00:00:f564] 1ndex[2]
localdomain DeviceGatewayService[11141] v . len [20]
t.localdomain DeviceGatewayService[11141] 600060] index[1]
localdomain DeviceGatewayService[11141]: s [fese] x[2]
localdomain DeviceGatewayService[11141] ,prn(,lll-l /emdline
localdomain DeviceGatewayService[11141] /DeviceGateway/DeviceGatewayService-service-instance=Devic
localdomain DeviceGatewayService[11141]: [="E tﬂub data]
Llocaldomain temd[1]: Started SYSV: DeviceGatewayService.

A 2-9 JEPRE

® PAT uninstall.sh AT LLEI 2, Device Gateway. G, 23 H MU= IRHE,
F P e] LTS BR -

[root@local DeviceGatewayl# ./unir
s in the directory will sﬂ be Lspt after uninstallation.
hpr tls index{e}
schina GetAdapterInfo_Inter_Posix 1 1 iterface 92
schina GetAdapterInfo Inter Posix 1 1 iterface
d

tewayService

)
0] index[1]
d:63:a5] index[2]
recvfrum end len [20]
recvfrom end. len [1.
0] 1ndex[1]
:00:00:f564] index[2]
recvfrom end. len [26]1
loop[2] find 2 mac and 2 ip
hina get 1pve[eeee] index[1]
schina get ipv6[feso] index[2]
22/cmdline
DeviceGatewayService-uninsta
please wait, uninstall [we\.l:eu;tew;her\.l:e service may take a few minutes
a viceGatewayService fully

DeviceGatewayl# 1:

2.3 B : B7E Device Gateway

GHESE NG, Device Gateway 2 HalE— NEBL A 7 (admin) o AT EIE %4, B IXE
it Web ¥ 8805 ] i, SRy admin ﬂ%)ﬂﬁﬂﬁ%‘}ﬁ%, FHRBOE At . WG IS, A RE#EN Web
SR AT T B AR
BRIELE
1. 3 NS S .

Windows R4 : TEAMZEEI A 54 B Bk 2805 DU .

BE Device Gateway




Hik Device Gateway FB A Ffift

® Windows R4 : ‘%Eﬂiﬂfi‘% TE 0 0 25 Hh bk R 36 N2 4T Device Gateway [ PC BifiR
JREEF AR EGE Device e ue iy o b Fsk 112, SRJEHE Enter .

Gateway

® Linux &5t [:E]ywq
Bl 15 80, # EENER Vs, 20 £2n 0 -

2. 7y admin FICE D, JFEIAER .
3. i B

& 2-11 BE A
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% 3 % ?:EE%: . ﬁﬂﬂlﬁ%

NI 5 26 A 125 % J5, Device Gateway 1] 1@ IE HTTP # AT RTSP #ipfit =5~ F & 3 f
LR, TR E . BERILREE KSR

BRIESR
1. ALERAE: MO B i W o A R A SR I 4R Tt LG B i WU 28R, FA4E Device
Gateway Pt & AH 7] (1 75T 15 AT ETS 1P b1k Ak S 11 RS A= 24
1) iy XECE - P45 = it LTBRST
2) Ak A, AT 6 i 1 R B i RS DI RE o B AR AR A B i 1 5 AR 1P 3
bk, FFORAFRE.

il
o IRINTHIL T, PRfFIXE)S, Device Gateway 2 HAIH )5 .
o A E ISUP2.0 Byt 54 15000-17000.

Device Gateway  isEEHE

& ZomgE
o e FATFHISUPIR & 53R promlicn) i HTTPS ;15 iy
& s - . {/J FTF B N SRS I P 5 J
- igEEERD REIIANR] ~T—
B #i# P
O FERBREENRRE F AR RS, BEIENSHEEANE
[ ES fmes:d] PIERithE B ShEistE
ISUPIEAHEC TCP/UDP 7661
RS RO TCP 7091
1SUPS5.0FfiiR] TCP 7664
ISUP5 O[EIRGA] TGP 7665 e
ISUPS5 055 TCP 7666
ISUP5.0fE 24T TCP 7663
BE v
] 3-1 Mic B 3 1 BRGY

2. N INBE e . AL e 2 B o
- PN,
a. iy REBETE - HIERE = W
b. SR INTT A P ISREY, ﬁ@iﬁﬁﬂéiﬁiﬁo
c. Hd A
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F4ESE= - HCNER

W e, AT LR R E WA PR BEAT Uh I, EDULE 285 Device Gateway BESEILHY
The, MThee2EIER .

4.1 WiRB R L ETHREMHL

X ARAE BN BT 1 4 R TR SCRF IR ZhRE, W LAM AL Device Gateway i 1% ¥ % ISAPI
PRGN Th RE

ASC AN L P 22 N2 o), o 2 D s % e 26 D R B ORI 8 ) B A4 2D B

BIELE
1. Hidy it = AN = EF R E ISAPI 1K -
2. J#3d Device Gateway iE 1% 1% % ISAPI P, FREXAGE S S, L FDID.
1) Hiy AE, b SRR I AP A% o
2) Kl R ITVEBEE N GET, FEHIRELAJGE AP [ URI /ISAPI/Intelligent/FDLib ¥ 4§ URL
<ISAPIURI> .
3) iy LXK IE K
3R G B a, B AR & B I P, IS in NG 2148 2 AR
1) s5t; ST IN = IR ESFRIE = TN ML -
2) 7E1H R ZE0 0 4 A\ AME T i N 28 3R — 3R B FDID.

Vot B FeEs.
8) Wk AR TR BN A L
T BB UL F A (PDF AR SR, BT MR b ae.
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el BiFaE | #E MR E
asEE »
- a=
TR
EEAEISAPHAIL W | %0
.
AXEE =
PRI
o=
N
B 4-1 BN N3\ e e

4.2 J&8 R G

NFiE&EEE. R&AEME. MR E. JFE MR SE s, w7 POs @ A Ecat, it —
TiDhaE AT r] LLIE T

DL A e Dhae i, A-eB i isGaE MR P R . H A Firefox < Chrome. Edge W% 2% 37+
. [FIRIhRE . MY 2 FF G.711ulaw. G.711alaw LA Kz AAC 135 Hiks 2.

BIELE

1. $5t; it = BN = HSTRIE S = LG -

2. L 2 AE, IR SRR
V&S, URL Ff<uuid>¥4 E 3h3E 7

3. ALERIE: 5 2E4E 1SUP2.0 W& JT B INEIThRE, ik WEAE = F4IRE - REE L, |5
R R .

4. AIIERAE: W B IE SRR .

5. il KgAK,

6. Hifi A4
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K 4-2 WA T ThRE
7. ALEIRAE: AT DU A

R 4-1 1) TR i) AT e

#fk iR

ANEVAZEER TN B @/ T B .

TFRME R =A5 ol O/ T B R

Clilsm

Firefox 3| %6 28 AN SCFH1Z DI RE -

TR & LS <) Vo BINCESSEIEE-

Im Bmp A% ZUE A | #adr B 9T3A BMP #3018 o

P48 IPEG #& B A | Hif B 4A JPEG Bl v e

4.3 FHFHSG

SCREMGRANT B BT, 1 35 0 A 5 AT I e 75 1R 3
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PRI BOT A6 Bl SREBO PHEITEZhBE Y, AP 8] . A Firefox .

Chrome. Edge W|%i#s SCREXTHE. RIINEE. MUY HFE G.711ulaw. G.711alaw DL A& AAC 1)

A%

4.3.1 M3 [E] M Th sE

BRIELER
1. ity BRI = T = HIRFIEI = FFLEEL -
2. W EAE, T STRRIRITRUN B o
WFEBR T, URL H<uuid>F H 3 H 7 .
3. AERRAE: W E TR

4. P L E K.
5. W& endTime #ll startTime.
6. .5 BIRL
"’!;“: @) sras | ==
;ﬁz: URL [POST v | [mpr  /SAPUContenth Mgmusearch 2format=json&devindex=<uuid>
WSS
Frats #Rget | 30 1 WS

BEEEISAPHNYL
RRES
AR

@ ngER

FEOTHEE

FreBERe
EIHEERE
FEREER T

9 .

&l 4-3 MR BRI RE
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R 4-2 13 B U5 B AT R
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il
Firefox W Yo 28 A SCFRIZ I RE
T/ LT « W » el €N SRR
ARIVESCIERAE ST « Vo FIRIE S SLiE
RPERAL FERR A b B AR R T R iR . BN TE E i [A]
W — 25815

4.3.2 Wi 3 HThEE

BRIELSE
1. fic & HTTPS.

1) 3 0IIE T . BAAS0 BLE HTTPS .
2) iy PXACE = PZE = im0 = MK p/EiG 0, & HTTPS i RS2 B IER .
3) 72 Y g Hh A S N HTTPS Wik, 7 11] Device Gateway.

2. P PFDBE

1) ¥t I = ST = PSR = FEBRAT 188 -
2) sk AEAE, IEPF SRRV A

3) Wi £ X IE K

4) ity AL 12 L 35 B AT
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FSsEHMAEE

A X} Device Gateway ] R 415 B« M. hilSEEHITHCE

5.1 EAfc E

AIESE AR B BB R SRR R E .. SHAGHE. BB, HTTPS AL & A7 fif
BAREE . ASCE S EWT IR &R R A ﬁﬁ%Aﬁi&%E%ﬁ SHRAHE, IMERABID
W EEEHE. Bdom . ECE HTTPS AL B

wEE X
I i83L Device Gateway ek e i IR B SiF, w5 BR HIRER K ThRE. =I5 " G nl il

Wb OO & i . BN IR E R R TR
Wil WEAE = FHRE » IREFEX = B -

Device Gateway ===

8 RHRE
EARE8 RFER B {E] BESCR IEHIREE
&y BRGHEP
O mE 53]
B =E O EERREREEESIFURE, RIS, ERARZERONS SR,
>y,
B 5-1 5 HRER K
hWBHEE X

il[l 71 Device Gateway K #e 5 [R1SY/ TREAS I o A0 &5 IO AAAT Kt (VCA HARHE. FIIITAE
%), 8 HAAH BER R Thhe. BOAA R HZIIRE
%iﬁ MXEE = RERE - /fﬁ BHIEIEL E/#' o

2Af=8 BFEE (e EEEE IWERIER A
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SHHEE
1. Wiy WX E - FZg kil - HiE -
2. R ATAFHE, JFikFEHEE.

(i

FUCSEF RS T ol T i S H S

3. il B4, 3 H SRR
4. (Wig) bR, A 0SSR E.

Device Gateway

& Fggm
A% EEH RERERE
o RS
HEEE
o mB
THEE v
B 1=
BEES | Info e
HESH
S St
& 53 SHHE
BEIBEAS

NP> AS BB AR H AL 3B H S XK,  Device Gateway SZHF IR B & il

WRELRER 22N E. WEHIdRH SR,

RYURAT A O CAFAE R & R I

X (OB EEATICS), HERE 180 KAZNEE HE . BB HIidxk HEIRE.
il WA E - FHH - RaEIEHE - IDRAE .
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Device Gateway [ZES Nt

& RgngE
[=F EEF RERFAE
5y FEHEn -

O WM& IBREE

B =E O ZEESHEECEREAERIZERE. WANCE, BREREE. BT
EERHISEHE,

K 5-4 B &EERHE

fEBm 0
SN mESE s guy i IR YN s e R
il WEAE = P45 = ], e sl E R 5 ARG W 5 )5, RAFBCE .

Device Gateway

IEE: IROSFKHESE.
=0 EEEAFE st HTTPS iiﬁgﬁm%mﬁﬁ e = =
& s  — D IREEER ORI OIIREIROMARKRER
HE, EREERRENEFRRESRE. REROMNIKS
0 GEmeml RmEmD ST HEERES.
oo BOER =02 BORE L
ISUPIEARI®D 7661 @ =
FiEEsED 7091 L=
ISUPS.0FRSTim 7664 O F=ER
ISUP5.0EIEaRT 7665 9 FER
ISUPS_07TiHIR 7666 9 F=EH
1SUP5 0iF =m0 7663 L=

& 5-5 & O

BCE HTTPS

HTTPS ¥hSE HH SSL+HTTP PSR s R T JEAT I AL 5 S N UERT I 28 B, AT 3= Web 5
)22 4. B U 50N 443, 1P bk 192.168.1.64, T 55 E FH Web W U As A2 460N
https://192.168.1.64:443 #E4TiJjA] . 3f =Ff HTTPS IEF ) 2238 77 R

1. ¥ih; WIKAIE = PJ2E = HTTPS .

2. PR 2R T OO IE .
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Method

Description

QI HUET

R R KBS 5. W4 /P. 4
OB EUR, Wk R

(i

B L2 S, UG AT A 5 0
TNEIIRE.

O ORI, HRYH

R A, GEAMCHRELIETE,
i &%

SeBEUEFIRR, k8l

a. Wi g, SR IRGIEPGE BRI .
MANZRIER, B EeimK.
b. GIEIEIE KA, i 78 Rk4s T
Ja R EE DAEN U EAT I

¢ B =JrIE)R, AR KL IE
5o BRBIZE WA RAL )R, B
WO H K HARAAEAMFIES, 285 5

L =4

T &zE,

3. QIR ), Wdr B, R AIIERE R

4. Bl R77, RAFHRTIE.
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